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I. Course outcomes, Question Number, Marks                        

        COs CO1 CO2 CO3 CO4 CO5 

Q.Nos 1,2,3,4,5 

6,7,8,9,10 

11(a)/11(b), 

12(a)/12(b) 

- - - 

Marks (Max) 10 40 - - - 

 

II. Knowledge skill outcomes 

Level 
Remember 

(K1) 

Understand 

(K2) 

Apply 

(K3) 

Analysis 

(K4) 

Evaluate 

(K5) 

Create 

(K6) 

Q.Nos 1,5 
2,3,4, 7(a)/7(b),  

8(a)/8(b) 
6(a)(i),6(a)(ii)/6(b) - - - 

Marks (Max) 4 38 8 - - - 

 

 PART – A (5 × 2) = 10 Marks 

Answer all the questions 

1.  How does threat differ from attack?       (K1) 
Threat: A potential for violation of security, which exists when there is a circumstance, capability, action, or event 

that could breach security and cause harm. i.e. a threat is a possible danger that might exploit a vulnerability 

Attack: An assault on system security that derives from an intelligent threat; i.e. an intelligent act that is a deliberate 

attempt to evade security services and violate the security policy of a system. 

2.  Show 3 is primitive root 7. Also find Ф(35).       (K2)  
3

1
 mod 7 ≡ 3 mod 7 

3
2
 mod 7 ≡ 2 mod 7 

3
3
 mod 7 ≡ 6 mod 7 

3
4
 mod 7 ≡ 4 mod 7 

3
5
 mod 7 ≡ 5 mod 7 

3
6
 mod 7 ≡ 1 mod 7 

Therefore, 3 is a primitive root of 7 

Ф(35) = {1, 2, 3, 4, 6, 8, 9, 11, 12, 13, 16, 17, 18, 19, 22, 23, 24, 26, 27, 29, 31, 32, 33, 34} = 24 

3.  State Chinese Remainder Theorem .       (K2) 
Chinese Remainder Theorem: If m1, m2, .., mk are pairwise relatively prime positive integers, and if a1, a2, .., ak 

are any integers, then the simultaneous congruences x ≡ a1 (mod m1), x ≡ a2 (mod m2), ..., x ≡ ak (mod mk) have a 

solution, and the solution is unique modulo m, where m = m1m2…mk. 

4.  What is an Avalanche Effect?        (K1) 
In cryptography, the avalanche effect refers to an attractive property of block ciphers and cryptographic hash 

functions algorithms. The avalanche effect is satisfied if: The output changes significantly (e.g., half the output bits 

flip) as a result of a slight change in input (e.g., flipping a single bit). 

5.  Define group and List the properties of Groups.      (K1) 
Let G be a non-empty set and let * be a binary operation on 

G: G × G ! G, (a, b) 7! a * b. 

Then (G; *) is a group if the following axioms are satisfied: 

(G1) associativity: a * (b * c) = (a * b) * c for all a, b, c 2 G 

(G2) identity element: there exists e 2 G such that a * e = e ? a = a for all a ϵ G. 

(G3) inverses: for any a ϵ G there exists a−1 ϵ G such that a ? a
−1

 = a
−1

 * a = e. If in addition the following holds 

(G4) commutativity: a * b = b * a for all a, b ϵ G then (G; *) is called an abelian group, or simply a commutative 

group. 
6.  What confusion and diffusion?        (K1) 
Diffusion means that if we change a character of the plaintext, then several characters of the ciphertext should 

change, and similarly, if we change a character of the ciphertext, then several characters of the plaintext should 

change. We saw that the Hill cipher has this property. This means that frequency statistics of letters, [digraphs], etc. 

in the plaintext are diffused over several characters in the ciphertext, which means that much more ciphertext is 

needed to do a meaningful statistical attack.  

       



Confusion means that the key does not relate in a simple way to the ciphertext. In particular, each character of the 

ciphertext should depend on several parts of the key. For example, suppose we have a Hill cipher with an nXn 

matrix, and suppose we have a plaintext-ciphertext pair of length n
2
 with which we are able to solve for the 

encryption matrix. If we change one character of the ciphertext, one column of the matrix can change completely. Of 

course, it would be more desirable to have the entire key change. When a situation like that happens, the 

cryptanalyst would probably need to solve for the entire key simultaneously, rather than piece by piece. 

7.  Compare conventional and public-key encryption.      (K2) 
Conventional Encryption: 

i) Same algorithm with same key is used for encryption and decryption. 

ii) The sender and receiver must share the algorithm and key. 

iii) Key must be kept secret. 

Public-key Encryption: 

i) One algorithm is used for enc and dec. with a pairs of keys, one for enc, and other for dec. 

ii) The sender and receiver must each have one of the matched pair of keys. 

iii) One of the two key must be kept secret. 

8.  Outline the strength of Triple DES.        (K2) 
The cost of differential cryptanalysis suffers an exponential growth, compared to single DES, exceeding 10

52
. 

9.  Write short notes on Timing Attack.       (K1) 
o developed in mid-1990’s  

o exploit timing variations in operations 

 eg. multiplying by small vs large number  

 or IF's varying which instructions executed 

o infer operand size based on time taken  

o RSA exploits time taken in exponentiation 

o countermeasures 

 use constant exponentiation time 

 add random delays 

 blind values used in calculations 

10. Differentiate meet-in-the-middle attack and man-in-the-middle attack.   (K2) 
Man-in-the-middle is an active attack to a cryptographic protocol, where the attacker is, effectively, in between the 

communications of two users, and is capable of intercepting, relying, and (possibly) altering messages. In this case, 

the meaning of "in the middle" is direct: the attacker is in the middle of two communicating users.  
Meet-in-the-middle is a type of cryptanalytic attack that uses some sort of time-space trade-off to drastically reduce 

the effort to perform a brute-force attack (e.g., transforming an attack that requires 2128 time into one that takes 

264 time and 264 space). In this case, the name of the attack comes from the expression "let's meet in the middle", 

which means "to make a compromise". It may also refer to a type of attack over certain block ciphers, where the 

attackers decompose the problem in two halves and proceeds on each part separately. 

Part-B (1*8=8)+(2 *16=32)=40 marks 

11 (a) Illustrate S-DES Encryption and Decryption. Demonstrate S-DES for the plaintext: 10011010 

and key: 1011010110, Show both encryption and decryption.                (K2) (15) 
Key Generation: 

K: 1011010110 

K1: 10111101 

K2: 11100011 

Encryption: 

Plaintext: 1001 1010 

After first round swap: 1011 0000 

Ciphertext: 0010 0000 

Decryption: 

Ciphertext: 0010 0000 

After first round swap: 0000 1011 

Plaintext: 1001 1010 

(OR) 

11 (b) Illustrate Blowfish and RC5 encryption algorithms in detail.                    (K2) (15) 
Blowfish: 

 Blowfish encrypts 64-bit blocks of plaintext into 64-bit blocks of ciphertext. 

 Blowfish Subkey and S-Box generation – Explanation 

 Blowfish encryption and decryption primitive operations 

 Blowfish Encryption – Explanation with diagrams 

 Blowfish Decryption – Explanation 

RC5: 

 RC5 ciphers – Introduction 

 RC5 Key expansion 

 RC5 encryption and decryption primitive operations 

 RC5 Encryption – Explanation with diagram 



 RC5 Decryption - Explanation 

 

12 (a) Compare and contrast different block cipher modes of operations with their advantage and 

limitations.                       (K2) (15) 
1. Electronic Code Book 

2. Cipher Block Chaining 

3. Cipher Feedback 

4. Output Feedback 

5. Counter Mode 

- Explanation with diagrams and Advantage and Limitations for the above modes.  

(OR) 

12 (b) Demonstrate Diffie-Hellman and Elliptic Curve Cryptography Key exchange algorithm with 

an example for each.                     (K2) (15) 
 Diffie-Hellman Key Exchange algorithm 

  
 Diffie-Hellman Key Exchange Algorithm Example 

 

Elliptic Curve Cryptography Key Exchange Algorithm: 

  
Elliptic Curve Cryptography Key Exchange Algorithm example 
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